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Algorithms: A Case Study on DPO and Toxicity” (2024)

1 Paper Summary
This paper provides a mechanistic investigation of how Direct Preference Optimization (DPO), a post-hoc alignment algorithm,
modifies model internals to reduce toxic generations in language models. Rather than evaluating alignment through external
behavior, the authors analyze how DPO affects residual stream activations in GPT-2 Medium. They find that DPO
does not remove the model’s ability to produce toxic outputs, but instead induces a distributed offset (0x) that steers
activations away from directions that would activate toxic value vectors.

Using tools such as MLP value vector projection and the logit lens, the paper shows that toxic representations
remain intact, but are bypassed by a learned shift in the residual stream. This leads to an important insight: DPO achieves
alignment through activation steering, not capability erasure.

2 Summary of Strengths

One of the core strengths of this work lies in its mechanistic novelty. The authors present a compelling reframing of
alignment as a geometric transformation within the model’s representation space. Rather than merely observing output
behavior, the study provides interpretability-grounded evidence of how DPO operates internally, revealing a level of granularity
that enriches the alignment literature.

Methodologically, the paper demonstrates strong rigor. It leverages two well-established interpretability tools—MLP
value vector projection and the logit lens—to probe internal changes. Notably, the use of cosine similarity histograms and
PCA projections (Figures 4-5) offers visual and quantitative clarity to the impact of DPO on residual activations, showing a
consistent and motivated analytical framework.

The paper is also safety-relevant. By clarifying that toxic capabilities remain latent and are simply avoided, the study
offers a mechanistic foundation for jailbreak vulnerabilities. This insight gives theoretical grounding to empirical failures of
alignment seen in other safety evaluations.

Finally, the paper connects effectively to the broader literature. Its analysis builds upon Geva et al. (2022)
regarding MLP value vectors and situates itself within current trends in mechanistic interpretability and safety research.

3 Summary of Weaknesses

Despite its conceptual clarity, the paper’s generalizability is limited by scale. All experiments are conducted on GPT-2
Medium—a model size that is interpretable, but not representative of modern frontier models. As language models scale,
residual stream representations become higher-dimensional and more nonlinear, making it uncertain whether the same dx-style
alignment mechanism persists or degrades.

The connection to prompt-based jailbreaks could be deepened. The authors briefly gesture at parallels with work like
Jailbroken (2023), which highlights the failure of safety alignment under input transformations (e.g., Base64, ROT13). Such
transformations likely sidestep the learned dx offset by shifting residual activations outside the expected subspace. However,
the paper does not explicitly articulate or test this connection, which would strengthen the argument for dx fragility in richer
representation regimes.

There is also a limitation in the training data used for alignment. The preference data employed to train DPO is
synthetic and narrow in scope, leaving open the question of whether a similar offset pattern would emerge under real-world
RLHF-style finetuning procedures.

4 Suggestions / Questions
Several open questions remain regarding the robustness and scalability of the dx steering mechanism:
e Would the observed offset behavior dx remain effective in larger models such as GPT-3.5, LLaMA, or Mistral?

o Could adversarially transformed prompts (like ROT13 or Base64) trigger reactivation of toxic outputs even in DPO-
aligned models by bypassing offset steering?

o How does this residual offset mechanism interact across multi-turn dialogue settings, where context accumulation could
influence residual drift?

More explicit experiments or theoretical commentary around these questions could significantly enhance the paper’s
long-term relevance.



5 Contextualization and Broader Implications

This paper’s contribution becomes even more compelling when contextualized within broader alignment and safety discourse.
The insight that DPO redirects rather than disables harmful capabilities aligns with behavioral observations in prior work,
such as Jailbroken (2023). These studies show that safety often fails to generalize across input modalities, even as underlying
model capabilities remain robustly expressive.

In models like GPT-4, prompt encoding tricks can easily bypass safety filters—suggesting that safety alignment techniques
like DPO are brittle precisely because they rely on surface-level activation steering. The findings in this paper offer a direct
explanation for why that brittleness arises. The dx mechanism may work in narrow, expected cases, but lacks the resilience to
cover the vast expressive space of model capabilities.

This raises a key open question: Can activation steering mechanisms like /x scale with model capacity and the
increasing complexity of residual space? If not, jailbreak vulnerabilities may not just persist but become more severe.
The implication is clear: alignment solutions must scale not only in model size, but in representation geometry.

6 Overall Assessment: 4.3 / 5
This paper offers a timely, technically rigorous, and conceptually novel contribution to the alignment literature. While its
scope is limited to GPT-2 Medium, the mechanistic insight it provides—that alignment can operate through a learned residual
shift rather than capability suppression—has implications that extend far beyond its experimental setup.

Its clarity of exposition and depth of analysis make it valuable reading for researchers working at the intersection of
safety, interpretability, and representation learning. Additionally, it’s particularly encouraging to see such a thoughtful and
technically insightful contribution emerging directly from the University of Michigan community. Go Blue!
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